Desgn Techniquesfor EMC
Part 6 - ESD, electromechanical devices, power factor correction,
voltage fluctuations, supply dipsand dropouts
By Eur Ing Keith Armstrong C.Eng MIEE MIEEE, Cherry Clough Consultants

Thisisthe sixth and final article in this series on basic good-
practice electromagnetic compatibility (EMC) techniques in
electronic design, published during 2006-8. It is intended for
designers of electronic modules, products and equipment, but
to avoid having to write modules/products/equipment
throughout — everything that is sold as the result of a design
processwill be called a‘product’ here.

This seriesis an update of the seriesfirst published in the UK
EMC Journal in 1999[1], and includesbasic good EM C practices
relevant for electronic, printed-circuit-board (PCB) and
mechanical designers in all applications areas (household,
commercial, entertainment, industrial, medical and healthcare,
automotive, railway, marine, aerospace, military, etc.). Safety
risks caused by electromagnetic interference (EMI) are not
covered here; see [2] for more on thisissue.

These articles deal with the practical issues of what EMC
techniques should generally be used and how they should
generally be applied. Why they are needed or why they work is
not covered (or, at least, not covered in any theoretical depth)
— but they are well understood academically and well proven
over decades of practice. A good understanding of the basics
of EMC isagreat benefit in helping to prevent under- or over-
engineering, but goes beyond the scope of these articles.

The techniques covered in these six articleswill be:

1) Circuit design (digital, analogue, switch-mode,
communications), and choosing components

2) Cables and connectors

3 Filtering and suppressing transients

4) Shielding (screening)

5 PCB layout (including transmission lines)

6) ESD, electromechanical devices, power factor correction,
voltagefluctuations, immunity to power quality issues

Many textbooks and articles have been written about all of the
above topics, so this magazine article format can do no more
than introduce the various issues and point to the most
important of the basic good-practice EMC design techniques.
References are provided for further study and more in-depth
EMC design techniques.
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6. Part 6 — ESD, electromechanical devices,
power factor correction, voltagefluctuations,
immunity to power quality issues

6.1 Electrostatic Dischar ge (ESD)

6.1.1 ESD threats

Normal commercial and industrial ESD tests employ the IEC/
EN 61000-4-2 basic test method that attempts to simulate
‘personnel discharges’ from people’'s fingers. We have all
experienced such discharges when the humidity of the air is
low, when touching a metal object such as a door handle.
Ordinary people do not generally notice ESD eventsfrom their
fingers that are less than about +3kV, and ESD events that
make people hop about and complain loudly are generally in
excessof +15kV.

Figure 6A gives some examples of the electrostatic voltages
that can be generated on a human body just by moving around
in a typical building and doing ordinary things, for various
valuesof therelativehumidity of theair, from[3]. Themechanism
by which this and most other terrestrial electrostatic charges
are generated is called tribocharging, but thisis not the article
to discuss that phenomenon.

The IEC/EN 61000-4-2 test method uses an ESD ‘gun’ that
discharges a 150pF capacitor through a330Q resistor to create
ESD eventsup to +8kV at up to +30A, with risetimes between
0.7 and 1ns. The high dV/dt and di/dt of these ESD events
ensure that they have significant EM energy at frequencies
beyond 1GHz. The test method is described in [4] (page 184),
Chapter 43 of [5], Part 3 of [6] (which al so describes somelow-
cost alternatives), and inthe guide to EN 61000-4-2in[7].



Typical electrostatic voltage
generated (in kV)
Generation method
10-20% Relative | 65-80% Relative
Humidity (RH) | Humidity (RH)

Walking across carpet a5 1.5
Walking on vinyl floor 12 0.25
Worker moving at non-metal bench 6 0.1
Opening a vinyl envelope 7 0.6
Picking up a polyurethane bag 20 1.2
Sitting on a polyurethane foam

padded chair 18 1.5

Figure6A Examplesof personnel electrostatic charging

Figure 6B sketches the basic circuit elements of an IEC/EN
61000-4-2 ESD gun, which can be fitted with two types of
dischargetip: around one that simulates ahuman finger and is
used for creating discharges in the air, and a pointed tip used
for discharging by direct contact with conductive surfaces or
objects.
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Figure6B Overview of an |EC/EN 61000-4-2‘ESD Gun’

Figure 6C shows an example of acommercially available ESD
gun, that has plug-in modules for various discharge
waveshapes, including that specified in IEC/EN 61000-4-2 (see
Figure6F).
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Figure 6D shows that testing to IEC/EN 61000-4-2 simulates
three different kinds of ‘personnel ESD’ events, and can also
cause ‘secondary arcing’ to occur — effectively ESD events
within the product’s structure. The ‘near-fields' from an ESD
test canbekV/mat 1mfrom adischarge, and kA/mwithin 1700mm
of adischarge — these are very intense fields indeed.

High levels of static (slowly varying) electric fields as
the ESD gun is moved around (in air discharge mode)
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Figure6D VariousEM phenomenaassociated with ESD
testing

The automotive industry uses the ESD test method 1SO 10605
instead of IEC/EN 61000-4-2, and testsup to£25kV with products
powered, and when unpowered to simulate handling during
shipping and installation [8].

These ESD tests inject sufficient voltage and current into
products to permanently damage | Cs and transistors, and even
some passive components, see Figure 6E. And the intense
electric (E) and magnetic (H) fields they create can couple
transient noises into nearby circuits and disrupt signals,
causing errors and often creating big problems for software.

Type of Device Typical level at which damage
(typical 2002 technology) occurs (kV)
MR heads, RF FETs 0.01 - 0.1
Power MOSFET transistors 0.1-03
{e.g. P o FPGAs, y) dis
Film resistor 1-5
HC and similar CMOS glue logic 1.5-5
Small-signal bipolar transistor 2-8
Power bipolar transistor 7-25

Figure6E Examplesof ESD damagelevelsfor devices

The damage levelsin Figure 6E are based on tests in 2002 on
unassembled devices (so ignores any protection provided by
their circuits and enclosures) using the semiconductor
manufacturing industry’s ‘human body model’ — which
discharges a 100pF capacitor through a 1.5kQ resistor,
generating a peak current of £2A with arisetime of between 5
and 20ns. Modern (2007) microprocessors, memory devices
and gluelogic useinsulating layersthat are agreat deal smaller
than their 2002 ancestors, and probably have damage levels
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around 100V — reducing al the time as silicon feature size
continues to reduces according to Moore's law [26].

Figure 6F shows the waveform of the discharge current that is
specified when calibrating an ESD gun to IEC/EN 61000-4-2,
and it also shows the sort of waveform that can obtain in real
life dueto radio-frequency (RF) resonancesin the product being
tested. Resonances can extend the nstransient of an ESD spark
into a complex electromagnetic event that lasts for tens of ps.

The standard IEC/EN 61000-4-2 test
discharge current waveform into the
specified design of 500 load

100 120 140 160 180 ns

An example of the actual IEC/EN 61000-4-2
discharge current waveforms that can occur
when testing a real product

<.
<
<

Figure6F Examplesof ESD waveforms

There are concerns[9] that the IEC/EN 61000-4-2 tests do not
simulate real-life personnel ESD events well-enough to prove
that products incorporating modern microprocessors and
memory chipswill bereliableinreal life. [9] also claimsthat the
standard does not specify the design of the ESD gun well
enough to prevent significant differences when testing agiven
real product with different manufacturers’ guns. Thisis also
discussed inthe guideto EN 61000-4-2in[7].

But in real-life applications, ESD events can originate from a
widevariety of sources other than people’sfingers, as sketched
in Figure 6G. These sources can have much higher values of
capacitance than 150pF, and/or much higher voltages (up to
+40kV has been seen) or risetimes aslow as 10ps.
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It may seem odd that, asindicated in Figure 6G, fluid flow can
cause ESD — but many serious incidents and accidents in the
petroleum and other industries have occurred due to this very
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problem (see No. 458 in [12]), and it is also implicated in the
crash of TWA 800 from an explosion caused by sparkingin one
of itsfuel tanks. Spacecraft can suffer from very high levels of
ESD due to charging of insulated parts by the solar wind, and
by charged particles from outer space. And aircraft (fixed and
rotary wing) can become charged up to very high levels due
their passage through the air, especially during certain weather
conditions (see N0's 22, 23, 294, 295 and 431 in [12]). Motor
vehicles can also become highly charged (see No. 366in[12]).

Productsthat pass ESD testsin alaboratory canfail inthefield
due to more aggressive ESD events in their operational
environments. Very high voltages and very low risetimes do
not generally go together. High-voltage events tend to have a
risetime of 1ns or longer, whereas |ow-voltage events (such as
caused by jingling coins in a plastic bag, see [10]) can have
risetimesaslow as 10ps—with aspectrum of energy that extends
well beyond 10GHz. Themeasurement of ESD risgtimesislimited
by the availability of suitable instrumentation, and it seems
that as oscilloscopes get faster, we discover that real-life ESD
events can be faster than we previously thought.

For more background on ESD and the forms it can take visit
[10] and [11]. 21 examplesof red-life ESD problemsare described
in[12]. Aninteresting exampleisthe ESD caused by therotors
of AC motors running in nylon or other insulating bearings.
Few designers would expect the little motor embedded within
their product to be an ESD source, but the E- and H-fields
created when itsrotor discharges acrossits bearing to itsframe
can easily upset microprocessors and cause software to
malfunction or crash.

6.1.2 Prevent ESD by preventing electrostatic char gefrom
buildingup

Thisisgenerally asystem or installation design technique, but
itisusedinall semiconductor manufacturing areas, and widely
used in electronic assembly areas, so products intended for
use in such environments can benefit and may not need to
pass any ESD tests.

There are two basic methods: one is to make sure that all the
materials used are dissipative (i.e. have a resistance between
10°® and 10° Q/square), and are connected to the ground
reference, so that el ectrostatic charges decay quicker than they
aregenerated and high voltages cannot build up. Some materials
aremade dissipative by coating them with appropriate materials
(e.g. antistatic spray for carpets and furnishings). But many
coatingsonly function asintended in atmosphereswith acertain
minimum relative humidity — so humidity control becomes a
necessary feature of the heating, ventilating and air-
conditioning system of the area.

The other method isto make the air itself conductive by using
high-voltage needles to create alternating batches of negative
and positive ions in a fan-blown air-stream. lonised air is
conductive, and aternating negative and positive ionisation
resultsin air that is neutrally charged on average and so does
not cause electrostatic charges to accumulate. Blowing the
ionised, conductive air around the area to be protected causes
any static charges on products, furniture or peopleto dissipate.
In fact, a neutrally ionised air stream is the one sure way to
remove charge from the surface of an insulator without having
to wipe all over it with agrounded conductive brush or cloth.



The above techniques can also be used within products, to
improve their reliability by discharging rotating belts, pulleys,
motors with nylon bearings and the like so that they don’t give
rise to internal sparks that could upset their electronics.
Dissipative materials can be used, such as conductive rubber
(instead of insulating rubber) for drive belts, conductive plastics
for wheels and pulleys, etc.

Insulating parts that move, including consumables such as the
paper in a photocopier or printer, can also be discharged with
grounded conductive brushes, often made of stainless steel or
carbon fibre for longevity. Also, neutrally ionised air streams
can be blown inside equipment to prevent the build-up of static
charges.

6.1.3 Prevent thedischar gefrom happeningwith insulation
When a product has to cope with external ESD from people or
other sources, avery powerful design technique is insulation.
We use plastic enclosures, membrane keyboards, plastic knobs,
switch caps and control shafts, etc. to prevent the injection of
the intense discharge currents into the product — in effect we
simply do not permit the charged person or object to discharge
into our product.

Figure 6D shows that this technique still leaves the product
exposed to theslowly varying el ectrostatic fieldsand the intense
E and H-fields from nearby discharges. Slowly varying fields
are generally only of concern for very high impedance circuits
(typically >1IM ), and both these and the intense fields can be
dealt with by techniquesdescribed in 6.1.8: for example aproduct
might use all the techniques described in the earlier parts of
thisseries[13] [14] [15] [16] and [17] —and then haveinsulation
applied al over aswell, to prevent direct ESD.

Typical plastics have a breakdown voltage through their
thickness of about 40kV/mm, which can be a problem for
membranetype control panelsin extreme ESD environmentsif
we want to use ‘clicky’ tactile buttons. To get a good button-
clicking experiencewe need to atop plastic layer of about 0.5mm
that will insulate up to about 20kV, if we have to use thicker
layersit will ruin the feel of the button.

Membrane panels can employ a metal shielding layer
immediately below their top layer of insulation, asdescribed in
4.3.13in[16]. Thisshouldintercept any dischargesthat manage
to penetrate the top insulating layer, but to be effective it must
be connected to the product’s RF Reference, whichin ashielded
enclosure will be the enclosure shield itself [16], and in an
unshielded enclosurewill bethe PCB’sQV plane[17] [18].

4.3.13 in [6] says that the shield layer should RF-bond to the
metal enclosure all around its perimeter. This not the normal
method used by membrane panels manufacturers, who generally
use a ‘shield grounding’ trace in the flexi-ribbon cable that
connectsthe panel’sswitch tracesto the PCB. Thisiseffectively
a ‘pigtail’, like the bad-practice method of terminating cable
shieldsdiscussedin 2.6.6 of [14], and it allowsstray RF coupling
into the membrane panel’s conductors. If we do not use ametal
shield within our insulating enclosure, for example asdiscussed
in 4.7.7 of [16], we might need to filter the membrane panel’s
interconnections as described in[15] or ESD-suppressthem as
described 6.1.5 bel ow.

Capacitive sensing techniques will work through almost any
practical thickness of plastic, glass or ceramics and so can be
made to withstand any ESD voltages, but they provide notactile
feedback at al. Using aremote control, such asawirelessremote,
alows usto locate the human interface in a more benign ESD
environment.

Air and vacuum are the biggest problemswhen using insulation
to prevent actual discharges from occurring to the product.
Enclosures must have seams and joints to make it possible to
assemble them, and these create gapsin the insulation, and the
gaps contain air. Air has a breakdown voltage of only about
1kV/mm, less if humidity is high. In space the gaps are filled
with vacuum, which also has a breakdown voltage of about
1kV/mm but does not suffer from variations due to weather.

The resulting problem is shown in Figure 6H — we need very
large air gaps between conductors and places that could be
touched by people or other ESD sources, to be sure they don’t
break down and allow a discharge into the product.

Not drawn to scale!

A plastic enclosure
with a joint or seam in it
(however tight)

ESD gun’s discharge tip
B or a person’s finger
o or another ESD source

Example of a printed circuit
board (PCB) mounted near
to the joint or seam

4
-

Device, PCB trace.
or ather conductor 1 Path of spark through

the air gap in the
enclosure joint or seam

Figure6H ESD penetratingaseam in aplasticenclosure

To withstand *8kV we need at least an 8mm air-gap, and at
least 25mm for £25kV, taking into account the reduced
breakdown voltage with increased humidity (unlessthe product
isintended to work in avacuum instead). Another issue is that
all practical insulating surfacesare coated with dirt, damp, greasy
fingerprints, possibly even mould, so discharges will find the
surface of an insulator to be an easier path than even the air. It
isnot uncommon during ESD testing to see aspark from an 8kV
dischargewriggle around on apainted metal surfacefor several
tens of millimetres, tracking through the dirt and other
contamination before finding amicroscopic pinholethat allows
it to reach the metal surface underneath.

So the best approach to insulating surfaces is to assume they
are conductors and not take them into account at al in the total
length of the air gap. Figure 6J shows how the air gapin Figure
6H can be increased, and also introduces the ‘ guard ring’ PCB
technique and the possible need to use shielding for very
sensitive devices or traces.

People have been using perimeter guard rings on PCBs for
decades, but because of the prevalence of the ‘single-point
grounding’ myth, they thought it best to use along trace around
the PCB perimeter, connected to the ‘chassis ground’ — or
whatever — at one point. As [14] shows, all they were really
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doing was creating resonant structures that were very effective
antennas at certain frequencies. These take the broadband
energy inthe ESD discharge and re-radiate it as avery intense
field at their resonant frequency, possibly replacing one type
of ESD failurewith another.

— | PCB moved further away from

seam or joint to increase the

length of the spark’s air path
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Figure6J Solutionstotheproblem of ESD penetrating
seamsin plastic enclosures

Another possibility is that because the inductance of such a
guard ring was so high, when it received adischargeitsvoltage
could rise so high that it then caused a secondary discharge to
the devices and traces it was supposed to be protecting.

Theonly way to implement an effective guard trace for ESD (or
for any RF purpose above a few MHz) is to start with an RF
Reference plane layer that maintains avery low impedance up
to the highest frequency of concernfor ESD (in excessof 1GHZz)
— and then connect the guard trace to the plane with via holes
whose spacing is much smaller than the wavelength of the
highest frequency. The effect of the dielectric constant of the
PCB on the wavelength must be taken into account [17] [18].

The previous part of thisseries[17] only describes basic EMC
techniquesfor PCBs, so for the detail s of implementing perimeter
(or other) guard tracesthat are effectivefor RFand/or ESD, see[18].

An dternative approach to the problem of joints and seamsin
insulating enclosures is simply to fill them up with insulator,
such as a (gas-tight) rubber gasket, silicone or epoxy sealant.
The sealant approach is very acceptable for joints and seams
that should never need to be opened during the life of the
product (e.g. around the edges of a display), and the rubber
gasket approach can be practical where accessis required.

Beware of thetemptation to try to make atotally sealed product.
It is more difficult than it seems, and there have been many
attemptsthat ended up with excessive amounts of condensation
sloshing around inside, causing rapid corrosion.

Controls and displays are weak points in any ESD scheme,
because they must somehow connect between the protected
circuitry and the world inhabited by charged-up people and
other ESD threats. Plus, of course, the charged-up people keep
insisting on pointing at things on displays and touching the
controls. (Cable and antenna connections are al so weak points,
and these are discussed in 6.1.5.)
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LED and filament lamp indicators can use surface-mounted
devices with plastic light guides to communicate their light to
the human interface, as shown in Figure 6K. The light guides
can be cheaply made from injection mouldings that snap into
the enclosure and align with the LEDs or lamps on the PCB.
Thismethod isvery low-cost, but it isimportant that any seams
or joints between thelight guides and the enclosure' sinsulating
surface arefriction-welded, glued or sealed so that sparks cannot
track along contamination on the light guide’s surface and get
into the PCB.

Another techniqueisto present the LEDs or lamps at apertures
intheenclosure, but cover them with aglued-on plastic overlay,
generally the one carrying the control panel markings, that has
transparent areas over the displays.

A problemwith glued plastic layers, that also afflicts membrane
panels, isthe uniformity of the gluelayer. Any missing glue, or
imperfect bonding with the insulating enclosure surface, will
create an air-gap that will allow sparksto slip under the overlay
or between the laminated layers in the membrane panel and
inject discharge currentsinto indicator devices, or into printed
traces in membrane panels.

Where glue uniformity and quality cannot be guaranteed, make
sure the edges of the plastic layer extend a very long way
beyond the vulnerable components or traces. For 8kV ESD,
20mm would not be excessive. Or else seal themwith silicone or
other insulation as shown in Figure 6K.

For rotary shafts for switches, potentiometers and encoders,
toggle switches, and similar manual controls, plastic knobs,
shafts and toggles are recommended. For many years now,
equipment has been so miniaturised that their control knobs
are so small that discharges from operator’s fingers can easily
track across their surfaces and into any metal shafts they are
mounted on — thereby penetrating the insulating enclosure
and damaging some vital device or scrambling its software. So
plastic shafts should be used, as shown in Figure 6K.
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Figure6K Indicators, displaysand controlspenetrating
plastic enclosures

Figure 6K also shows that the assembly of LCD panels and
graphics displays should avoid exposing their edges to ESD
events. This is where a good mounting bezel with a rubber
gasket, or asilicone or other type of sealant (that could also be
used to hold the display in place, simplifying assembly) can be



very useful. The fixed windscreens in ailmost all models of
motorcarsintroduced since 1990 are an exampl e of appropriate
assembly techniques. Older vehicles used to have all sorts of
bezel contraptionsto hold themin place, and it was not unusual
for them to leak (allow water to penetrate the enclosure) — but
these days they ssimply glue them in, and incidences of water
penetration are rare.

6.1.4 Control thedischargewith shielding

Shielding is an alternative ESD suppression method to
insulation (see 6.1.3). It alows the discharge to occur to the
product, but then seeks to control it so that it doesn’t upset
any of the product’s electronics. Shielding techniques were
discussed in Part 4 of thisseries[16], and at first sight it might
seemthat all weneed to doisdesign our shielding to be effective
enough at a high-enough frequency.

For normal ESD testing, with risetimes close of 0.7nsor longer,
we can assume the highest frequency of concern (1/xt ) isabout
500MHz, but real ESD eventsare much faster than this, at 0.3ns
or less[9] and so we should assume 1GHz or moreinstead.

But the very high intensities associated with ESD events (tens
of ampswith sub-nsrisetime, E-fieldsof kV/m, H-fields of kA/
m) significantly increase the demands on our shielding, Infact,
designing shielding for ESD israther like designing it for military
or aerospace purposes, where we can be dealing with kV/m E-
fieldsat 1GHz or more from nearby radars, so in this section we
need to discuss how to apply the techniques described in [16]
to the ESD situation.

Clearly, with such high levels of E and H near-fields, the
shielding effectiveness (SE) required at the highest frequency
of concernwill be higher than what is usually required to cope
with the normal domestic, commercial and industrial
environments (typicaly tested at 3V/m or 10V/m, athough
achieving immunity to the close proximity of cellphones, walkie-
talkies or GPRS-enabled computing devices can requiretesting
at 60V/mor more).

Because of the very high levelsof ESD current flowing around
the outer skin of a shielded enclosure, any gaps or apertures
that make these surface currents divert from their natural paths
become very intense sources of secondary E and H-fields. So it
is very important to locate sensitive devices, PCB traces and
conductors very far away from even tiny gaps or jointsin the
shield. Figure 4R in[16] showsthe general principle, but much
morethan its 40dB of SE might be required.

The voltages developed across a gap or aperture in a shield,
dueto their diversion of the flow of the ESD currents, can be so
high that they break down the air (or vacuum, in the case of
spacecraft) at that point and spark acrossthe gap. Thisisknown
as secondary arcing and, as might be expected, whereit occurs
it can cause very great problems. It can even occur inside
products whose external shielding provisions are not as good
as they should be, generally playing havoc with their
electronics.

Secondary arcsare often small faint bluethingsthat are hard to
see even when right in front of your eyes, but more often than
not they are hidden within a metal seam, or inside or on the
bottom surface of the product being tested and so even less

visible, as sketched in Figure 6L. When secondary arcing is
suspected, for example when the ESD gun is applied to the top
of the product, but the microprocessor that resets (and its reset
lines) are located near the bottom, a powerful diagnostic
techniqueisto do ESD testing in the dark.

Secondary sparks can occur at seams and joints.
and can be hard to see under normal lighting
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Figure6L Sketch of somesecondary arcing possibilities

Itisof courseinadvisable to do ESD testing in total darkness,
because we need to see what we are doing well enough to:

a) Apply the ESD gun to the correct point on the product, and
in the specified manner

b) Not accidentally discharge the gun to ourselves (painful,
but not damaging to people. Where one's health depends
on implanted or portable electronic medical devices such
aspacemakersor defibrillators, you should not be anywhere
near an ESD test anyway.)

So close the blinds and/or turn the lights down quite alot, and
wait a few minutes for your eyes to get accustomed to the
gloom. Peopl e can see quite well by moonlight, which has one-
millionth the luminousintensity of sunlight, so given time our
eyes adapt to gloom very well.

The tester has to watch where the ESD gun is applied and has
a limited ability to monitor other areas of the product, so
spotting any secondary arcing can be made much easier if
someone else looks closely at different parts of the product
during the tests. It can aso help to reorient the product, for
example lying it on its side to see its underside. Detecting
internal secondaries can require more radical techniques.

Indicators, controlsand displays are weak pointsfor ESD when
relying on shielding, just as they are for the insulation
techniques discussed in 6.1.3. The insul ation-based techniques
sketched in Figure 6K (plastic light guides, knobs, shafts and
toggles, etc.) are effective with metal enclosures too, but the
apertures they create in the shield might cause problems for
nearby sensitive devices when discharges occur to the metal
surface, or when shielding for frequencies above 300MHz.
Figure 6M shows some alternative techniques that prevent the
creation of aperturesin the shield.
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conductive corrosion-protected metal-plated surface for those enclosure areas

Figure6M Indicators, displaysand controlspenetrating
shielded enclosures

Figure 6M does not show how to deal with panel-type displays
or membrane keyboards. Displays need to be treated using one
of thetechniquesdescribed in[16] (e.g. Figure4AH). Membrane
keyboards should RF-bond their metal backing plates, and/or
any internal shielding layers to the shield all around their
perimeter, using conductive gaskets, see 4.3.13 in [16]. Care
should betaken to prevent dischargesinto their edges or backs.

It isoften assumed that a Faraday Cage(i.e. an effective shielded
enclosure) always prevents any external voltagesfrom creating
voltage differences within it. Whilst thisistrue for established
DC voltages (as Michael Faraday found, when sitting inside
his eponymous cage holding a gold-leaf electroscope) — and
also true for continuous RF for enclosures with no apertures
made of a metal with at least 10 skin-depths at the frequency
concerned. But it is not true for transient voltage fluctuations
such as ESD.

When adischargeis applied to ashielded enclosure, at first the
transferred charge spreads all over the outer skin of the metal
shield, and in the short-term whilst current is still flowing, itis
confined to the outer surfaces by skin effect. Once the currents
have equalised the voltage all over the outer skin of the shield
(which they do at the speed of light, so it would only take
about 1ns for a small enclosure) they stop flowing, and the
charge then becomes static — an electrostatic voltage on the
outside of the metal enclosure.

Over the next few nsthe charge diffuses through the thickness
of the metal shield material until it appearsonitsinner surface.
The rate of diffusion depends on the relative permeability of
the metal — the higher it is, the smaller the skin depth and the
slower the rate of diffusion.

Inside any metal enclosure there are hundreds or thousands of
stray capacitances between the shield material and each device
(in fact, each pin of each device), PCB traces and other
conductors — and they are all different. When the charge
appears on the inner surfaces of the shield, it charges up these
stray capacitances, and during this processthey carry charging
currents (sometimes called displacement currents). These
transient charging currents will of course be injected into the
devices, PCB traces and other conductorsthat they are ‘ strays
to. Figure 6N shows the general idea, but really needs an
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animated sequence to better show the sequence of events.

Examples of stray capaci s
and their displacement currents

A d perfectly
shielding enclosure

>

The stray capacitances
inject currents into PCB
|| traces and ICs after the
discharge

=

- --—IF-!—

. i,
LA ESD
T T event
g ‘\
The 0V- chassis connection inevitably has 34
some impedance associated with it, so it A
takes some time for the PCB voltage to BT
equalise with that of the enclosure

Set your mental timebase to 10ps per division, to help vi what happens

Figure6N Effectsof adischargetoashielded enclosure

Eventually the OV-chassis connection (if thereisone) will carry
currentsthat equalise the static voltages throughout the interior
of the product. If thereisnointentional connection, equalisation
will happen more slowly due to ionisation of the air in the
product. The transient currents in the stray capacitances are
different for each device pin, PCB trace or other conductor, and
so they cause transient voltage differences between different
parts of thecircuits. Thesetransient differential-mode voltages
can upset the operation of circuits, and reset or crashed
MiCroprocessors are a Common consequence.

Note that awired connection between the enclosure shield and
asafety earth or other external ‘ground’ has no effect over the
process described above. The length (and hence inductance)
of the earthing/grounding wire or strapissimply too great for it
to carry the charge away from the outer surface of the shield
before it has time to diffuse inside. However, direct metal-to-
metal bonding at multiple points around the perimeter of ametal
enclosure, to alarge metal surface (e.g. the metal hull of aship
or metal fuselage of an aircraft) should allow the surface charge
to ‘drain away’ fast enough to have some effect.

Onesolution to thisESD problemisto create ahigh-quality OV
plane on the PCB, as described briefly in [17] and in detail in
Chapter 4 of [18]. Then ‘RF bond' this plane to the shield with
multiplelow-impedance (at 1GHZz) bonds—described briefly in
[17] andin detail in Chapter 3 of [18].

Another solution is to use filtering and shielding techniques
onthe PCB, at |east over the most sensitive components. These
techniques are described briefly in section 5.3 of [17] and in
detail in Chapter 2 of [18], from which Figure 6P istaken, and
PCB shielding-cans can be quite low-cost. It may be necessary
to apply the OV planes and RF bonding at the same time asthe
PCB-levd filtering and shielding.
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Figure6P Overview of PCB-level filtering and shielding
techniques

6.1.5 Protecting signal, data, control or power conductors
Dischargesinto semiconductors can befatal for them, soif itis
not possible to protect conductors with the methods described
in 6.1.2 - 6.1.4 above, and if we really have no choice but to
expose conductorsto ESD discharges, for examplethe antennas
on portable radio receivers, we need to apply appropriate
suppression or filtering techniques to them.

Thisis especialy aproblem for the pins of connectors, which
are exposed to ESD discharges from:

= Personnel discharges (e.g. people fingers)

= Plugging in other equipment (equipment with two-core
mains leads are not earthed, so could be charged up to kV)

= Charged-up cables(dragging acableover thefloor can cause
all of its conductors to take on an electrostatic charge at
severd kV)

= Discharges from avariety of other sources

A solutionfor passing teststo |EC/EN 61000-4-2, which attempts
to simulate personnel ESD, is to use small metal-shrouded
connectorswith their shroud directly connected to the product’s
RF Reference (its shielding, or PCB 0V plane if unshielded).
Appropriate connectorsinclude D-types, USB, Firewire, RM5,
etc. If the 8mm diameter ‘air discharge’ tip was used for such
testsit would most likely dischargeto the metal shroud, sparing
the connector pins. But in any casethereisaclausein IEC/EN
61000-4-2 that mandates using the pointed ‘ contact discharge’
tip, and only applying it to the metal shrouds of such
connectors.

Although this is an appropriate technique for personnel
discharge, it doesn’t deal with the remaining three bullet points
above. It allows a product to pass the ESD tests as part of
declaring compliance with the EMC Directive, but it doesn’t
necessarily mean that the product is protected against all the
ESD eventsit will experienceinrea life.

(Some manufacturers place al their connectors on the rear of
their product, so they can state that they are not “accessible to
persons during normal use” to take advantage of a clause in
IEC/EN 61000-4-2 that removesthe requirement to do any ESD
tests at all on those connectors. I'm sure | don’t need to say
why | don’t recommend that approach!)

For signal conductors that could be exposed to any types of
ESD discharges, current-limiting, transient suppression, or
filtering techniques will amost always be needed to protect
their circuitsfrom upset and damageto their devices. Some DC
power conductors may also need similar protection, although
if they are well decoupled (see[17] and Chapter 5 of [18]) this
should be sufficient.

Asfar asl amaware, amost al | Csarefitted with ESD protection
diodes that shunt overvoltages and undervoltages to their DC
power rails, and those that are not have bold warnings of this
fact on their data sheets. But because of the commercial
pressures to make devices cheaper, hence use smaller silicon
die, these diodes have never been very large or powerful and
they are becoming progressively smaller and less powerful.
We can help these diodes do their job by putting impedances
in series with the conductors that are suffering from the ESD
event (e.g. connector pins), as shown in Figure 6Q.

=
c\} | High-voltage resistor |
ESD \g_\&
(or other - AN N L
transient
overvoltage
events) < High-voltage choke
injected \.\({ (e.g. ferrite suppresser bead) ©
directly into ) m—— S
22 { - with internal
Conductors Y E' H ] . transient
protection
on its pins

oY Multiple low-voltage resistors

‘> (or chokes) in series to prevent

T . flash-over across their terminals
r._s\

s )'\VI\/.-"\ \ A ul,"\._v_.r\v. :‘\/\/’\_‘,—q;

Component values and types depend upon how well they withstand ESD
transients. and on the ratings of the IC's internal protection diodes

Figure6Q Addingimpedanceinsignal linestolimit
dischargecurrent

As Figure 6Q shows, the resistors or soft-ferrite chokes used
must be rated to withstand the full ESD voltage. If ordinary
0805 or similar types are used, at least ten (possibly twenty)
will be required in series, otherwise their terminals will spark-
over — defeating their purpose of limiting discharge currents.
When many resistorsare used in series, they must not be placed
closeto each other on the PCB, otherwisethe ESD might flash-
over between different resistors or track across the inevitable
surface contamination on the PCB.

The values of the resistors or chokes are chosen to limit the
worst-case discharge current to onethat the | C's own protection
diodes can handle, the data for which should be provided on
the data sheet. All such designs should be proven by assiduous
testing, not just afew discharges. And some ESD testing should
also be donein the near-dark, to reveal any ‘sneak’ discharges
on the PCB. Where contamination by dust or condensation is
likely, test inthe dark with foreseeabl e contamination simul ated.

Unfortunately, the values of impedance required may be so
high that high-data-rate signals suffer from degraded signal
quality (e.g. collapsed eye-pattern). Also, many types of
individual semiconductors are unprotected against
overvoltages and some are especially susceptible, so just
adding seriesimpedance isn’t going to work for them.
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Filtering or suppression techniques must provide at least 40dB
of attenuation (e.g. reduce 8kV to 80V) and possibly as much
as 70dB (e.g. from 24kV to 8V) for transients with risetimes of
0.7ns (ideally 0.2ns) — equivalent to a frequency of 460MHz
(ideally 1.6GHZz). They will not be ableto achievethisvery high
performance without an RF Referencethat providesavery low
impedance up to the highest frequency of concern. Suitable RF
Referenceswill either be ametal planein the PCB (see[17] and
Chapter 4 of [18]) or thewall of ashielded enclosure that hasa
good SE at the highest frequency of concern (see[16]). Figure
6R showstwo general techniques: aTV Sdevice, and transient-
rated diodes.

ESD (or other transient
overvoltage events) injected
directly into ductors

BN

A i
Low-inductance |-
connections to
Ve signal and OV |~
/ -
/ +

Bi-directional Transient
Voltage Suppresser (TVS)

Device to be
protected

0V plane
Adding high-voltage-rated series resistors or chokes
reduces the maximum transient currents
N 2 +V plane
. \
N % | |
"‘i' 3 A B Device to be

protected

‘_-I Transient-rated diodes l
0V or -V
plane

Figure6R Addingtransient voltageprotection

Very low-inductance connections -';.-’
to signal and planes

The basic principles of transient overvoltage protection were
covered in thefinal sections of [15], for low-frequency surges.
TVSdevicesare generaly avalanche diodes, which seemto be
increasingly referred to as SADs (silicon avalanche diodes) —
the fastest-operating type of transient protection device.
Surface-mounted metal-oxide-varistors (MOV's, sometimes
called VDRs) should be fast enough to suppress ESD with
0.7nsrisetimes, but might not be quick enough whererisetimes
of 0.5ns or less could occur.

Transient-rated diodesusually comein pairsin SOT-23 packages
or similar, and are specified exclusively for transient suppression
applications, not for use as ordinary diodes. Sometimes the
level of ESD exposure makesit necessary to use high-voltage-
rated impedances in series with TV Ss or transient diodes, in
which case all the high-voltage issues discussed earlier apply
to the resistors or chokes.

Many TV S devices have too large a self-capacitance for high-
frequency or high-data-rate signals, although low-capacitance
versions, some as low as 1pF, are becoming increasingly
available — spurred by the rapid increase in high-speed
interconnections such as USB2 and Firewire. Transient diodes
are reverse-biased in normal operation and so have a low
capacitance, which makesthem suitablefor high-speed signals,
as long as the discharge currents are not too high. When using
transient diodes, the DC power rail they connect to should be
a plane with very low impedance at the highest frequency of
concern, just like the RF Reference plane.

A problem with reverse-biased transient diodes is that their
leakage currents double with every 10°C rise in temperature,
making them difficult to use in high-temperature applications,
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or on sensitive high-impedance DC-coupled circuits. Many
other exotic solutions are possible, for example using an
isolated-gate FET (IGFET) arranged so that an incoming
overvoltage turns it on and temporarily shorts the trace to the
RF Reference.

The placement of the components on a PCB, and the routing of
their traces, isvital if the required transient attenuationisto be
achieved, and Figure 6S sketches the details, for aTVS. The
same layout rules apply to transient-rated diodes as well.

Edge of 0V plane
(on an inner layer)

%
Edge of PCB

The trace to be suppressed must
pass through the TVS terminal’'s pad

(:;\_—!’
-
9]

Only use ‘thermal reliefs’ in the
0V plane where they really are
essentlal for automated soldering

TVS fitted close to the
connector's pin

(within the ‘Connector
Zone’, see [8] and [3])

0V plane connections use
minimum length ‘break-out
traces (via-in-pad is best)

NEVER use a ‘spur’ or *stub’
trace to connect to a TVS

Figure6 SPCB layout issuesfor transient voltage
protection

An IEC/EN 61000-4-2 ESD test at 8kV can generateadl/dtin
excessof 43A/ns. A Immwidetracejust 1mm long, routed over
an RF Reference plane layer, will have a self-inductance
somewhere between 0.3 and 0.6nH (depending on its height
above the plane) [18]. At 43A/ns the peak voltage drop along
the 1mm trace will therefore be between 13 and 26V. So the
short trace shown connecting the TV Sto theviaholein Figure
6Q could limit the efficacy of the transient suppression.

The via hole to the reference plane shown on Figure 6S also
has self-inductance. On atwo-layer 1.6mm thick board thelength
of theviahole carrying TVS current will be 1.6mm, giving it a
self-inductance of 1.6nH. 43A/nsin such aviaholewould drop
70V peak. The TVSdeviceitself will a'so have internal series
resistance and self-inductance, which will also add more peak
volts.

Thefaster risetimesor higher voltages possible with sometypes
of real-world ESD events could double or even triple the above
estimates. Clearly it is possible for the PCB layout itself to
degrade the performance of the TVS or transient diodes by so
much that even if they had zero clamping voltage (which of
course they do not) the |ICswould still be exposed to quite high
peak voltages, just from the self inductances of very short
traces, via holes and the transient suppression devices
themselves.

However, aslong asthese voltages are not too high, theinternal
transient protection devicesin the | Cs themselves should cope
with them.

The very best suppression devices are three-terminal types,
like the three terminal filter components discussed in [15]. To
get the best performance from them, they should be used with



at least two parallel vias to their Reference plane, arranged
symmetrically around the device and very closeto it. Also, the
PCB dielectric between the Reference plane layer and the layer
on which the suppression device is mounted should be as thin
asispractical, say 0.15mm or less. Such precautions are not yet
generally necessary, but perhaps they will become more
common in future as devices explore silicon processes at 45nm
and smaller.

[15] covered the basic principles of filtering, and the above
descriptions of the issues associated with ESD suppression
usingaTV Salso apply tothe high-voltage-rated seriesresistors
(or chokes) and shunt capacitors when using filtering instead.
Where the signals are very slow, some manufacturers just use
alarge capacitor onitsown, with no seriesimpedance, to act as
a capacitive voltage divider with the capacitance of the ESD
gun, by charge redistribution.

For example, if the ESD gun had a 150pF capacitor charged to
15kV, using a150pF shunt capacitor to protect an 1C’s pinwould
result in 7.5kV at the IC's pin, 1.5nF would give about 1.5kV,
15nF would give 150V and 150nF would give 15V. These are
idealised calculations — as shown above the self inductances
of even short PCB traces and via holes could easily add tens of
peak volts to these values, and there is also the issue of the
behaviour of the capacitor with such transient charging
currents.

Ceramic capacitors are the only suitable types, with COG or
NPO being the best. A typical surface-mounted capacitor might
have an internal series resistance of 10mQ and a series
inductance of 1nH, generating an additional peak voltage of
43V with acurrent risetime of 43A/ns.

The voltage ratings for any series resistors or chokes are the
peak ESD voltage itself. Because kV can leap large distances
through air or vacuum, their location on the PCB and proximity
of them and their tracesto other devicesand their tracesisvery
important. The voltage rating for the capacitorsin any voltage
dividers or filtersis set by charge redistribution. The value of
capacitor or ‘ clamping voltage’ of aTV Sshould, of course, be
less than the level that damages the IC it protects, taking into
account the additional transient voltages caused by the self-
inductances of shunt components, traces and via holes, and
itself. The TVS's capacitance is set by the circuit impedance
and data rate; and its peak current rating by the magnitude of
ESD event (taking into account any current limiting by high-
voltage-rated series resistors or chokes).

6.1.6 ‘Earth lift’ problemsfor inter connected itemsof
equipment

The above discussions have only considered the ESD
protection of a single product, on its own, but when two or
more products areinterconnected (e.g. by power, signal, control
or data cables), ‘earth lift" adds a new type of ESD problem.

AsFigure 6T shows, when an ESD event injects current into a
chassis or enclosure (either directly or via a shunt suppresser
likeaTVS, transient diode or capacitor), thechassis (etc.) suffers
an ‘earth lift’ transient as the discharge current flows in the
very high inductance of the earth-bonding network.

As mentioned before, self-inductance of ordinary conductors

is so high that earthing using wires or even braid straps has
little/no effect on the peak transient voltage attained by the
chassis of the product suffering the discharge. In fact, the peak
voltage attained will be almost the same as it would be for an
unearthed product, for example one that was battery powered,
or ‘double-insulated’ from the mains power and so powered by
atwo-core mains lead with no safety earthing conductor.

The peak transient voltage of a product can be determined by
charge redistribution between the ESD source’s capacitance
and the space-charge capacitance of the product. We can
calculate the capacitance of the product very approximately as:

1 |
C=41-885(—-—) pF
a b

where;
a= theradius of the sphere representing the product, and...
b =the distance of the product from the nearest floor or
wall or ceiling that iseither made of masonry or has
substantial metal in it (e.g. a suspended ceiling)

For the value of ‘@ | suggest using half of the average of the
two longest product dimensions, e.g. width and length, solely
on the basis that it feels about right. Obviously, we do not
expect to get a very accurate assessment using the above
formula, and this carries acrossinto the accuracy we can expect
of the peak transient voltage we would calculate by charge
redistribution. Accurate calculations of peak transient voltage
can be achieved using modern computer simulation techniques,
which can also determine the capacitance of the ESD source.

The earth-lift voltage is common to all of the conductorsin an
interconnecting cable, so it is a common-mode (CM) ESD
transient, which just means that it can damage a number of
input and output devices simultaneously.

An ESD spark to the
chassis or enclosure
(or injected by a TVS,
transient diode, or shunt
capacitor suppresser)
.

The ‘earth lift’ voltage due to the
ESD is applied to the cable’s
input and output devices

" || E.g. data cable I'III |
[ =¥ (]

-

) & ~_
b e S ke S

T
/

i s d e
An “earth lift voltage (V) arises L == .
across the inductance in the o The ‘earth’ bonding network has
earth connection inductances (typically 1pH/m}

Figure6T PCB layout issuesfor transient voltageprotection

For protection, either prevent the ESD from happening in the
first place using the techniques described in 6.1.2 or 6.1.3, or
reduce the impedance of the products' local earthing network
to negligible amounts by direct metal-to-metal bonding each of
the interconnected products to the same sheet of metal, at
multiple points around their perimeters. Such brute-force‘ earth
bonding’ can be quite straightforward in aship, aircraft, offshore
oil platform or other structure made solely from large metal
sheets.
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Also, using well-shielded cables and connectorsto interconnect
the products, each cable shield 360° bonded to the frame/
chassis/shield etc. of the product at both ends as described in
[14], will reduce the earth-lift voltage; although | am not sure
whether this method on its own always guarantees freedom
from earth-lift problems.

If al of the above methods are impractical, or inadequate, we
areleft with applying circuit techniquesto the input and output
devices: either galvanic isolation or suppression with TVSs,
transient diodes, filtersor just capacitors, asdiscussedin 6.1.5.
Since earth-lift isa CM phenomenon, aCM choke may bejust
as effective, if not more so, than individual chokes in series
with each of the conductorsin theinterconnecting cables. PCB-
mounting CM choke componentsare available, but are probably
not rated to withstand ESD voltages.

Figure 6U showsafew of thevery widevariety of cable-mounted
CM chokes that are available for round and flat cables. Whilst
these do not generally offer as high values of impedance asthe
board-mounted types, they have very good high-voltage
performance, limited only by the insulation of the cable they
are used on.

For round cables

| For flat cables and flexi-PCBs |

Figure6U Examplesof cable-mounted CM chokes

Galvanic isolation is by far the most robust technique, and can
use transformers (e.g. pulse transformers in Ethernet,
microphone transformers in professional audio), optical
isolators, fibre-optics, wireless, infra-red, free-space modul ated
lasers, and other techniques. But the vast majority of
transformers and optical isolatorsare not rated for kV isolation
and will spark-over when subjected to ESD test voltages.

Transformers can be designed and made with appropriate
ratings, usually to special order. 10kV-rated optoisolators have
been available from some suppliersfor many years, essentially
just an emitter and receiver spaced 20-30mm apart by a light
guide. Itisdifficult to obtain such devicesthat will also handle
high-rate digital data, for which fibre-optics and free-space
lasers will generally be required. Fibre-optics are generally
preferred for EMC reasons anyway, see[14].

6.1.7 Protecting dataand signalsfromerrors

Transient suppression devices such as TVSs, transient diodes
and shunt capacitors only prevent actual damage to devices,
they don't prevent signal corruption. But after a typical ESD
test, if the operating state of the product has atered, or any
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data has been lost, the result isafailure. So it is not sufficient
to ssimply prevent device damage, we have to maintain signal
integrity too.

Hardware and/or software design is generally needed to
discriminate between ESD events and valid signals. Keyboard
strokes, button presses and slow signals, control or dataare all
easy to distinguish from ESD events using simple techniques,
because the ESD events are so brief.

For example, avery quick ‘jab’ at amomentary contact switch
might last aslittle as 25ms, whichisat least 10,000 timeslonger
than almost any ESD event, including the decay of any product
resonances it excites. So a simple resistor-capacitor |ow-pass
filter, or a couple of lines of keyboard polling software that
checks whether the data is still valid after a few ms, is often
perfectly adequate.

But high-speed data uses signalswith risetimes and/or durations
that might not be so very different from ESD events, making
simplediscrimination schemesunreliable. High-speed analogue
signals should use high-quality shielding (see[14]) and digital
data can too. Alternatively, convert al signalsinto digital data
and employ error-detecting or error-correcting protocols.

Any digital engineer can design error detecting/correcting
communications protocols, but the temptation to do so should
be resisted at all costs! It is not at all easy to get a robust
product unless you are an expert in this type of design. As
Figure 6F shows, even asingle very short ESD event can cause
surprising EM phenomena whose amplitudes, frequencies and
durations are hard to predict, and some ESD events are neither
single nor short.

But ESD is not the only type of transient that a data
communication link needs to be protected from. Fast transient
bursts have hardly been mentioned in this series, because they
aregenerally dealt with quite adequately by techniques already
described (making allowances for their frequency range and
amplitude), but our error detecting or correcting protocol needs
to cope with these long bursts of noise too. In rea life, fast
transient bursts can last for several hundred ms, sometimes for
several seconds, especially in high-power industries or near
high-voltage distribution switchyards.

We can easily purchase | Cs and/or software that have enjoyed
the benefit of experts with aggregate experiences of hundreds
of man-years solely in protecting datain communicationslinks.
So we should always buy these, as they will be much more
cost-effective than anything we might think we can do
ourselves, no matter how clever we are.

Ethernet and CAN bus are but two examples of robust
datacommunications, but they are not perfect —in extreme EM
environments the data rate of Ethernet can drop to zero, and so
can the CAN bus, due to a small oversight in the CAN bus
standard [19]. More sophisticated protocols exist, one highly
respected example being that used by the real-time MIL-STD-
1553 bus, of which commercialised versionsare now available.

6.1.8Useall theother EM design techniquestoo...
The EM engineering techniques described in the earlier parts
of this series[13] [14] [15] [16] [17], aswell asthosein [18],



control E, H and EM-fields and so can be used to improve
immunity to E- and H-fields from ESD events. Sometimes the
techniqueswere described with examples of reducing emissions,
and sometimes of improving immunity, but any technique that
attenuates fields and/or conducted noise is equally effective
for either purpose.

The fields from ESD events within a few metres can be very
strong, making it necessary to take more care over the EM
design, going into finer detail (e.g. using /100 gaps in seams
instead of A/10). Other sources of advice on good ESD design
include[4] and[5].

6.1.9 Softwar etechniques

Software is easily corrupted by transient voltages due to ESD,
leading to avariety of possible errors, malfunctionsand crashes.
Where the hardware techniques in this series do not provide
sufficient immunity to transient or short-term events such as
ESD, or aretoo impractical or too costly, appropriate software
programming techniques can be a huge help — and of course
they generally add no cost in manufacture.

This series has described hardware techniques only, because
thisiswheremy experience and skillslie. | dare not write about
software, because my ignorance in that area would soon be
revealed, so instead | refer the reader to people who do
understand software techniques for EMC, especially [20] [21]
[22] [23] [24] [25], section 12.2.5 of [4], and Chapter 37 of [5].

Of course, software techniques cannot work if the devices the
software runs on are damaged from ESD or other EM
disturbances (e.g. surges). However, the use of multiple
redundant processor ‘channels’ with voting and other
operations on their independent outputs can be used to detect
faulty digital processors, whether the errors are transient or
permanent due to damage.

But it important to note that redundant hardware channels are
often all exposed to the same EM disturbance in (almost) the
sameway at (almost) the sametime, for examplean E or H-field
fromanearby ESD or lightning ground stroke, or an overvoltage
surge on their common mains power supply.

So if all of the channels use the same technology and
construction, they can all fail inthe sameway at the sametime.
Thisisabad thing and isknown asa‘common-cause’ failure. It
is best dealt with by using:

= Diversity of design (e.g. different types of microprocessor,
different software languages, different PCB layouts,
different designs of power converters, etc.), plus...

= Diversity of location and cable routing (e.g. not placing all
the channels in the same cabinet, not routing all the cable
sin the same trunking, etc.), plus...

= Diversity of power supply (e.g. more than oneindependent
mains supply, battery backup, etc.).

For very high-reliability systems, such as those that control
weapons, financia institutions, national security and safety-
critical applications such as fly-by-wire passenger aircraft, a
great deal of care needs to be taken with ensuring diversity of
design. It can even require the different software programmes
for the diverse channels to be written to different requirement

specifications produced by different teams of people who have
never shared the same university courses or employers.

6.2 to 6.6 will appear in Issue 75
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